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1 Overview What is it? Hav does it wark?

The CA Gatway is an EPICS xension that ws deeloped at the APS by Jim
Kowalkowski. Further deelopment vas done by Janet Anderson (APSgnKEwans
(APS), JeffHill (LANL) and Ralph Lange (BESSY).

The Gatevay is a proxy seer for the Channel Access Protocol. It is an application
that uses a CA client on thealer interface to connect to channels (PVs) and sets up
monitors to those channels. It uses the portable Channel Access 8eAS) to
provide these channels to other CA clients (the upper ate)f The channels’ data is
cached. There is an EPICS Access Security layer within thev®at® configure
whose clients from which hosts mawbkaead or write access to a channeljoled

by the Gateay.

There are fie basic functional blocks:

1. CA Sener:
The Gatavay uses the portable Channel Access Selv pravide its channels
to the clients on the “upper” netrk.

2. Access Security:
There is a Ieel of configurable EPICS Access Security for thitudl
Connections (i.e. the channels the @&t provides to its clients).

3. Virtual Connections:
A Virtual Connection (VC) may either¥ma “real” PV name or an alias hame
that is mapped to arxisting PV on the lver netvork. Configuration of Access
Security PV names and aliases is done using ASCII configuration files that are
read by the gtevay when it starts up.

4. Data Cache:
For each requested “real” PV a connection via theetonetwork will be
established. All channel attrites are read and a monitor for tlzdue is set up.
The attritute and alue data is cached.

5. Channel Access Client:
The CA client establishes the PV connections across e loetvork. It is
configurable through the usual set ofiesnment \ariables
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2 Applications What is it good for?

Key design features:

» There is only one connection between the Bayeand each seev of “real”
PVs (instead of one for each client). This minimizes the number of TCP
connections as well on the upper as on teimetvork.

» Read accesses from clients are answered from the data cache. There will be no
traffic on the lover netvork for read accesses.

e The I0OC sends monitovents (\alue or alarm serity changes) only to the
Gatavay, which distritutes them to the clients. This minimizes theficafn the
lower netvork and the load on the 10C.

* PV connections are held open for a configurable time after the last client
disconnects. This sas CA open or close actions on the 10C side if there are
clients (like scripts or some SDDStools) that open, read and close a set of
connections rgularily.

2 Applications  What is it good 6r?

3 Status

Controlled Accessto Secure Nets

Running the Gateay on a host equipped with eamor more netwrk interface cards
may be used to isolate ay@te high reliability netwrk from other neterks. The
network and I0C load implied from CA clients residing in other nets is limited and
independent from the number and the bé&ha of those clients. Access can be
restricted using the Gatay’s Access Security Layer

Channel Name Aliasing

A Gatavay running on a host within the controls netiwmay be used to introduce
PV name aliases. This may be useful for testing database structures or to limit the IOC
load for popular channels (Bkoeam current, lifetime).

Panel Speed Up

If the OPI consoles are running on astf netvark while the 10Cs still use sho
ethernet, accessing the PVs through a @@femay speed up the connections to the
OPI panels: The Gatay will handle the distrilition of monitor gents to may CA
clients through muclekter than the IOC, which has to send all the monitors using the
slow line.

Local PV Repeater

The Gatevay may be configured to use the loopbackedras upper inteate. So all
CA clients on this host may connect to the local @ayewhich acts as a repeater and
bundles all CA connections on this host. @ine Display Manager proceambles
all CA connections from dérent panels on one display

Latest impravements and bgfixes

There hae been some interesting impements to the Gatay during the last
months:

» Alarm Handler connections are handled propefly the Alarm Handler is
available on the WIN32 platform mo physicists and hardare people may
configure and run Alarm Handlers on their desktops without putting additional
load on the IOCs.

e The Gatevay may be configured to completely geaccess from certain hosts.
This allavs suppression of loopser multiple Gateays.
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4 Plans What is on the wish list?

* The PV name patterns used in the configuratiore Haeen switched from
simple filename glob patterns t@tdar expressions (GNU g library). Alias
commands may include sukigressions in the “real name” part to alloery
flexible alias name definitions.

» IOC reconnect situation are handled correc{Beacons are sent to the
Gateavay clients.)

The Gatevay still needs a patcheansion of base, which complicatesilding the
Gatevay a lot. There is a drop-in tar that may be unpdéhto a standard 3.13.2 base
to male things easieiThe nat release of the Gatay will probably compile agjnst a
standard dfthe-shelf ersion of base.

Release 1.2.0 is being used in the production areas at BESSY amdvétbAgood
results (stable). Release 1.3.0 is being tested.

4 Plans What is on the wish list?

The Gatwvay should wrk as tranparently as possible: A CA client should see no
difference between a direct connection and a connection that is routed through a
Gatavay. While some dierences are umaidable, others should beovked upon.

There could be more documentation owHho use the Gateay.

Gatavay configuration and additional dedging could be accessible through CA
(restricted using Access Security).

There might be a chance to getirtyal Gatevays” running, i.e. multiple afevays
running on diferent ports that may be configured independenthich share the PV
data and attrilite cache and its PV connections.

Any suggestions areevy welcome. Wlunteers for Beta-dsting, too.
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4 Plans What is on the wish list?
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Overview

To Clients “Upper” Network

CA Server Portable CA Server

——— E VC Names May Be
Virual Cannections | "Real” PV Names

T/ 1 N

PV Ch ann N Cache Attributes and

Values are Cached

CA Client

To PV Servers “Lower” Network

 Reduces Number of TCP Connections
 Reads are Answered from Cache

» Events are Distributed to Clients

* PV Connections are Held Open
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Applications

Controlled Access to Secure Nets
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